Remote Monitoring & Infection Solutions 

FINSPY MOBILE 



FinSpy Mobile is closing the gap of interception capabilities 
for Governments for most common smart phone platforms. 

Specifically, organizations without network or off-air 
based interception capabilities can access Mobile Phones 
and intercept the devices with enhanced capabilities. 
Furthermore, the solution offers access to encrypted 
communications as well as data stored on the devices 
that is not transmitted. 

Traditional tactical or strategic Interception solutions Face 
challenges that can only be solved using offensive 
systems like FinSpy Mobile: 

• Data not transmitted over any network and kept on the 
device 

• Encrypted Communications in the Air-Interface, which 
avoid the usage of tactical active or passive Off-Air Systems 

• End-to-end encryption from the device such as Messengers, 
Emails or PIN messages 

FinSpy Mobile has been giving successful results to 
Government Agencies who gather information remotely 
from Target Mobile Phones. 

When FinSpy Mobile is installed on a mobile phone it can be 

remotely controlled and monitored no matter where in 
the world the Target is located. 



Feature Overview 

Target Phone - Example Features: 

• Covert Communications with Fleadquarters 

• Recording of common communications like Voice Calls, 
SMS/MMSand Emails 

• Live Surveillance through silent Calls 

• File Download (Contacts, Calendar, Pictures, Files) 

• Country Tracing of Target (GPS and Cell ID) 

• Full Recording of all BlackBerry Messenger 
communications 

• Supports most common Operating Systems: Windows 
Mobile, iOS (iPhone), BlackBerry and Android 



QUICK INFORMATION 

Usage: • Strategic Operations 

• Tactical Operations 



Capabilities: • Remote Mobile Phone 

Monitoring 




Usage Example 1: Intelligence Agency 

FinSpy Mobile was deployed on BlackBerry mobile 
phones of several Targets to monitor all communications, 
including SMS/MMS, Email and BlackBerry Messenger. 

Usage Example 2: Organized Crime 

FinSpy Mobile was covertly deployed on the mobile 
phones of several members of an Organized Crime Group 
(OCG). Using the GPS tracking data and silent calls, 
essential information could be gathered from every 
meeting that was held by this group. 



Headquarters - Example Features: 

• Evidence Protection (Valid Evidence according to 

European Standards) 

• User-Management according to Security Clearances 

• Security Data Encryption and Communications using RSA 

2048 and AES 256 

• Hidden from Public through Anonymizing Proxies 

• Can be fully integrated with Law Enforcement 
Monitoring Functionality 

For a full feature list please refer to the Product Specifications. 
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Product Components 




FinSpy Master and Proxy 

• Full Control of Target Systems 

• Evidence Protection for Data and Activity Logs 

• Secure Storage 

• Security-Clearance based User- and Target Management 



FinSpy Agent 

• Graphical User Interface for Live Sessions, Configuration 
and Data Analysis of Targets 
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Access Target Mobile Phones around the World 



FinSpy Relay 




External VoIP 
Provider 



Or 



External VoIP 
Server 



Easy to Use User Interface 
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